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Abstract 



PROBLEM TO BE SOLVED: To provide an information protection system and a portable terminal with which;! 
a terminal can be easily used at ordinary time and personal information left in the terminal can be protected 
and collected when the terminal is lost. 



SOLUTION According to a register request for information protection issued from a portable terminal 14, the 
security management data of the terminal 14 are registered in a security controller: 1 0 connected to a radio ;: 
network. When the terminal is lost and the owner of the portable terminal 14 requests the information:; 
protection to the security controller 10, an information: protecting instruction is transmitted through the radio 
network to the portable terminal 14 - and; important information in; the terminal; is collected into the security^^^:^^ : : 
controller 10 and made invalid by a dedicated program inside the portable terminal 14. Thus, even when the i 
portable terminal 14 is lost, the important information. can be collectedand prevented from being abused. 




l/l 



JP Laid-open Publication No . Hei 9-215057 card 

Portable Terminal and Portable Terminal Information Protecting 

Method 

[0041] 

At step 291, processing to protect confidentiality of terminal 
information ( either invalidation or rewriting) is applied (291) . 
Protection of data confidentiality is achieved, for example, 
by means of erasure of terminal information in a memory or 
conversion of the information to false data. 
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MO Lt=Mt» flWI«8i©»TiW9il 2 6 ^IlI^P (IfrftS 
5:138, Hl0ffiXr«V^2 1 5~2 0 8) U # 
S^fcSCT-f*. ±8BW«fii««)*l7a*n 1 2 6 fcfc. ft 

Ait mmtm<Dfm<D&mz&-7LZLt^ j 

[0 0 2 8] ft. ±fBHS6M(Cfev^, PHS^fA 
DBK^SJWWl5S»5iai*IM^S 3 t*oy&gmft 
N 1 li, Jbfat#%$tftK£$ 1 2 7 LT, P H 

$>-5^«s^mfiii!i cam) flwifc*wu 09x.it ±ia 

l/Xi$>Z. 1 2 8{CioT-fe^PaUr--f n> hD-^lC 

IC £©a^tfM8*'V h"7-*lc&gg&Lfc<Z)&& 40 

[0 0 2 9] feU 3©J:3>M8^*#^©«B*(Mi 
flttW— if^ft^<i6Wi:L&v^i^t*. PHSi/^T- 
A D B ^fig$tt$£$ 1 2 7 U @ Kl3S*&38* 

3>hn-510*«, ±iB»^S 3lcfev>T@K)Sg*^ 
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»PPS:MBg1- J: e> tC-ftlfi «fc v \, 
[0030] B 7 tt, EI 6 T-^ UfeflWRfi?8I©K#«:5i 

fADBl lma'Jf-f 3>hn-51 OJCBWSSSJ 
MtfgRl'Xtf>X 12 8 SriSflf «*T®#|iIWiBI6 il 
IH^T-feS. tJfa'Jf^>hD-7lO 

PHS^fADBllIf. ±13^^*0 
ff$gl/n- RC. iz^U-^ri^Ha-^lOT'ggSs 
4>©S8*T*S»S:a<'t7!?yS:feTTfe<4:J:^. 3 
CDMT-lt ■fe3fn.U-r-i , :n>ha-5i OlS, PHSi/ 
^fADB 1 l^tfirfi5i^^?:^-rSI^5S*^l/ 
X;tf>Xl 2 8&3SMU IMPS 4: 13 71C*S^T, 

&£mmMztst>w&*&ii. 2 # &, ffim?&%r& 1 

(*B3»K*<i/-fe-S0 1 5 1 fei&B*-* (H10C7. 
f'y^2 1 9) „ 

[0031] mm&tf r2#j fta^Lfew^i*, 

aUf-f 3>hn-7i o«, r^tiT-y— tf^felSFT 
S 6 : 1 5 8, Ell 0<DX"ryzf2 2 0, 2 2 1, 2 2 

7) , intfcBT-r*. r i #j zmRLt-® 

^rli, ±IB»f^S6 : 1 5 8T\ 0Ox.lt r^^icDig 
f»5fe«IS»Wt XXXXXXXXXTf^gV^^tL 

«te»A\ m^#^&ios-t-s^i±2 

-i?) 1 5 3 S:^fS1--5 (Ell 0 (Z)^ V "f 2 2 1,2 
2 2) „ J??****. ±l55Hg^y-fe-^lCf5^^ (i& 
{^U6 : 1 57) -fZt. t^'Jf-f3>hD-7 
It ±iB(S«liW»C J: 6Jt*frjfe I^XJJOX 1 5 4 

feiswfu n #j ©ti^it mit r»nw- ^ 

X$:i^7Si±T]Ig*-ro J ©rtSSrfcoiftT^vfe- 
£?1 5 5&£ft Lfeflt. »«S:J»7"r6. fcU ±IB5I 
IK^-v-fe-yiCPS^bT T2#j fcWSS^AASti 

fe«^it nm* «s»««BWvfe-ys:a«Lfc 
«. ra«®»^&*yigi- Ottffs 7 : 1 5 9, mi o 

C0X-r^y2 2 3~2 2 7) 

^.©^^S^iftf^WM?:^^. Ell HC, ±13 
H8tf©»f^S 8:166i:S9:16 7 tjSfl5+&-k 
dra-U-r-C n> hD-5 1 OOtft-f^O-f-v- 

ioT, Si^lCfige#M*l 6 1 #2§{§£tU PH 
S WfiDB 1 1 Tb^CD^Se^ (K^ : 1 6 8) 
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£*T O . P H S S/*rAD Bllll ffiftfrOWftMfr 
b&SSmtfmi 6 1 Z&Mt&ts @&&M<D®ffiS 

$^fl»&jS+{fi*B*^l 6 2 feints. 
[00 32] t^aiJr-f3>hn-7l 01*, PHS 

i/^fAD b t>(D&ffimmi<D§:m &*>tm as i 

l<D*-r>y7"l 0 1) IC&'J, ±f E&SSISSiiftJ 1 6 2 
feSMlf*^ ^fc$^5|U4lC*fLT, PHS«fS 10 

^xAicfcSjifi&iw&u mm&m^ 1 2 9 

•(I-rS (RpftS 8:166, Ell 10Xf'V^243~ 
24 5). 8S?f 3^1 4 (*, ±fB1t$g&0HH*l 2 9K 
EI6T'^Lfc0i:^C'tf?g^^O^A 
&^tU fimi$7$6£l 3 0maUfY3>hn 
-^1 Oic^fftS. -fedfiy^-f n^Nn-^i 0 
li, ±IB«^7$B£l 3 Ofcgfrr*^ i*^S9 : 
16 7(CfeVNT, fcU &S-r-*#&*U*3tiS:#« 
Gg|§7-*-*i3aSU ®1 1©^T7^2 4 6-2 4 

8) . tt*.VTjm.7-z\/^-nzmmmm:T 20 
mmitnmftiz mm a *?)\> u mmm<D®& 1 

6 5 fc^jt * >y -te - i/-emn?Z (El 1 1 CDX-r 2 
4 9-2 5 1) . _h|B^MT't±. 
^i*#&fil&lSS: bfcB£&T', PHS>>Xfi>DBl 
4 /ft It^^l^O^&^ai^^U SKWtC-fe^ 
a. U T- >f n > N D - 7 izMftl ? Z> JT& £ & o X v * -5 2ft 
P H S S>X-rAD B 1 4 Kd© J: 3 &if#$c&mfg£:tfSn 
L-fe<^V^«, t#a'JfY3>ha-510^ 
^«J(Cg|^^C|8P?5:^U3l-r3i:lCj:^T, 30 
8 : 1 6 6(Z)^o^$:ffS«fce)lC-r4%ti«k^ 0 
[ 0 0 3 3 ] EI 9 1*, _ttz£ L fe«fg^mt&#©^f^lC 
-fe^n-U^ 3^hD-^, PHSS/*-rA 
7 r -^ / <-^K'T:ji'(l-r-5^ -yfe-y 7 0©7*-V>y 
0!l$:^-r= ^>yfe-^7*-V>y h 7 OCDg*^ 
ill*, EI3loSL£%CD£|II*re, 7-*- #1*1^ 7 4 2ft* 
«y-fe-S>1©SfCj:oTM&^T^<5o 3 0 1H EI6& 

t>*ia 7 X'tf hkm^ffimm.* -yt-yi2 7©f 

-#f*^S:*rf= gyi^* yt-y3 0 5 i:^3g* 
«fS#-^7 9©2offl7^-;i/W^^U. ±iHflyiifr 40 
^*>y-fe-^'3 0 5 (CI*, PHSWfiDBl lfC*f 

^7 9 (Cl±, ffcsSfft&i: tt&imfimo) P H s«tss# 

[0 0 3 4] 3 0 211 06&l>ia7T-^Ufc^3ig* 

6 2lCfflv^^<yfe-^<D-r-^F , 3^7 4 5:^1- 0 5 s - 
iJS^3»®*.«3 1 0, ^3g*ll^#^8 
2. ftglffSS 0 6 0)3-D(Dy^-)V^ib>t^J^ Wffi 
3$5fcmfS## 8 2 fci±, &m*f#i £ & o feSI^*© P 50 
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m&mmtz p h s ^*-r aw©^^ > h (g 

. £5rf&g'ff^#f^£*U ZKD&g'IffStCfco 

[0 0 3 5] 3 0 3tt, EI6j3<I:l>'EI8T^Lfe'SfS^ 
fl&fr^l 2 9©*>yt-^C;}3tt£^-*l*I^7 4S:jS 

u si^^iiisij i d 8 1 , fflm*ms&% 8 2, g 

fiS#I D8 3, g8gEMB88 4. #1311^3 1 1 fc<fct>*B£ 

: 3 0 7 &-£tf. m^gpmgljl D 8 1, 
*®!S#^8 2, ^f#ID8 3, SS!iE'ltfg8 4, #UI 
##8 5ti, iz* a tj^l^-*i;l/tg$S$*l£: 
»J. 'fff$8fl^ffr^l 2 9£gfiLfcB#, gg^ig 

% 1 4 Are, yM-vv>mm.ttx. vt-tz>t~ 

[0 0 3 6] 3 0 4ti> m6RXM8^LkUBM:T 
$g^l 3 0<Z)^«yfe-^(Ci3WS-r-^^7 4 
U ^yfe-^ltS'Jl D3 0 8£l-r-# 3 0 

K^&S. ^ >y 1 D 3 0 8 It z. 
ttizML <f-^7'f-;i/h*3 0 9 ic, 

T2j *«Blfta*i«. -r-^-7-f-;i/K3 0 9tCrt!g 
H HSP^IiC3 0 7€:ffl^-r«p^fbSnT^*. 

[0 0 3 7] HI 21*. H6, 07. Ba8tCfeW*«M^ 
Nl : 139. N2: 1 6 8 ^mtt* P H S i/^A 
DBOSf^D-^-V-h^f. PHS^f^DB 
1 11*, S^>yfe-^'S:^-x<y^L Ut^7"2 6 
1 ) , 9Xt* v -fe - ittmvmfr 6 cDSSgSS^T- 
*mt 2:168 &Jgf5*5= Jilt 

©taiHMMM^Srff^ U-r>y^2 7 1) , *,u -t© 

h D - 5^G)j©9Jtpg (H 8 ©fifiii^P 16 2) 
LC2 72), t^Uf^3>hn- (2 7 
3) Lfctfe. ^yfe-y3MW9feK»c««. 
[0 0 3 8] izdpaU-r-f 3>hn-5^e>!*f|j8*tft 
1 2 7 SrgfSLfe^t*. tt{^N 1 : 1 3 9 *M 

(2 6 4) , mmm&xmfeznx^zim^'mm 

% (H9^SnT^S«fltfii*«R»-»7 9) 
^Tx-^^-X'WfS&^b (2 6 5), g«jig*^ 
M^TK5A^^r^t5 (2 6 6) „ 
@ «**Mifi^$ tlT V ^c#£l*, EI 9 tC^ bfcx 
H3 0 2tCfcW*7-f-;i/K3 1 0 

(c^iS^Ufe^t rij , 7 -f-;uK 8 2tcBflM« 
HRSS*®«g#* 7 A -)V K 3 0 6 iZ±ME I WSI^ 
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2>1 2 8fctfU*l/ (2 6 7), -fe^rrL'J-r-f ^>hn- 
(270) . B&Mff|^©{MUi<*fi* 
©*£. ±|B7-f-;bK3 1 0^3 0 6® roj tfKtt 
a*lfe*6«F^yfe-S?l 2 8ftffi*L/ (2 6 8). 3^ 
fttta'Jf-f n>hD-7tCitM1-€» (2 7 0) . 

[0039] nisi*. *^#mdft*iftff3i$ic 

T&€>. !JS^*14, S^©T-**&J»ftfl&2 8 2 
tcfev>TafflfMW8P*»&fjyii*«:*»fe«^ (2 8 

i) , mz^&ROMiztemzftT^^T-tfcm^ 

( 2 8 4 ) . P H Sflffim& *til<mm#5Hra 
•feWBUfeU, CPU*f^©«R*^BlA!K«tc»* 
CPU«KS:i«ttK:«ALfc«, -fcJBUB* 
s/"fe-£;©JB#r«:fT-5. 

[0040] ±gBwa*«Hfc*ofcaffiiww»'e©s 

fi* vt-ytft*aU tV n> hn— 9*»e>ffltiWg# 

14, «F«||B»CjWJSLT^«>ROMtClBltS*vT^*j» 

iWMWfiW*^ 1 2 B-CfcWU* (2 8 4), $IS©il 
flM0I (2 8 2) flWg«8M**©*£-tt, flS£ 

^x-s^ttr^ (2 8 6) . «BEf-xy*tt. _blBflB8 

K8 5©rte) 3ftff^flNH^©£^lcft^ 

— K) fcfci&R-tSifclCfcoTff^. ISlBS^CFrggi 
^fen^»©«iaS:«HSbT*^©^xy^ , 2 8 1^ 

[0041] fiaaciaiH^wtni. 

ft¥*fb (2 8 7) , «JH»7-f-/bK8 s©**^-? 

-fimmoMgzvifeis (2 8 8) . t : -#4e£©i&k 
xr- ^ 7 2 9 i /\iit?. t- * <bs©«2*# 

**U£ flWWSSWIHH 1 ©!*** (Bf^gtC : 3 0 7) 
fcJBHT**«* (fiUBK*-*) £B£#ftL (2 8 
9) , «HWfc3*ifcfit*fll«S:-fe*aUf--f 3>hn- 
^j£ft (2 9 0) Lfcft. ^7^2 9 llCSttt. X 

f^2 9 it*14. wmUBHSSML (MMtttztt 

^aa^fd (29D. -r-^aieBfiWt*. 

mm L (2 9 2) , fiJ»Jii*«fflS:«F7U x©«C 

[0 0 4 2] HI 4 14, •fe^rn.iJT-^n>hD-7l 0 
©**fco*+. t*ai;f-<3>hB-51 014, CP 
U20. ROM21. RAM 2 2, t-# ^T-'f ;b2 
3, iIfi&l#PSP2 4, PHS*>X-rADBi:©$Ifg>r> 
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*7i-^25, ^^^©il'ff'f >#7x-*2 
6 , «fW8«e & fcO»*«WlP 2 7 , «fS^ > * 7 
x-X2 8, feJ:tfrtaJ^2 9^&*S. CPU 2 0 
14, ROM 2 1 tCffl*S*ifetMP7n ^AtC^oT, 
iM«WW2 4 SJ:lWf|i»2 7 fcfflpFU »flK 
^7i-^2 5^l/-rPHS^f^DBL Sfll 
-f>*7x-x2 6S:^UTjlRM!f«WPSi:. ®i£-f> 
^7x-X2 8^LTmiSai:3iM1-So RAM2 2 
14, 7n^Z*©9-?xU7tbTf!jffi$*l, PHS 
10 ^XTADB&SW4^$;fcm*#;fr£©T-#©- 
lWR#fC3pJfflStl&. 7r^f;iiS2 314. -fe^rxUf 
^flf-:91/n-R *> ©EUKt- * . & 

« W4SS&C «t *«&fl^ffrc&i^if^©«#K 

[0 0 4 3] Ell 5 14, UtfiBB* 1 4 ©flWJSSVt^D 
V * HT-feSo #3£0J3 &aW§1-6»I^B* 1 4 14, CP 
U3 1, ROM32, RAM3 3 A£<fctf 3 3 B, W& 

I3'imss3 4, mmm («*.«. sif^^w) 

3 5, A^«3 6, m^»SP3 7, ai-f>*7i 

20 -^3 8, iiff«»P3iJ3 9, ;U4 o, wsmmm* 

l, 9fiilUi&»1RWW4 2*>e>fc*. CPU 3 li4, 
AX4 0&/fLT. ROM3 2, RAM33A, 33 
B. WMimm.3 4, ^^S®3 5, 6, 

rnm^y* 7x-^3 8i:©[arT?f f -*S:aBM't6. 

®SfOPaP3 714, «®0J««4 1 fe^LT, ± 
IBS**©«aW>\ *7Sr«fl»-rs. sSfBIMftPSP 3 9 * 
14. #3tt6WT?tt, PHS*SM81fl|S:*a-rsfe«)©« 
HtbT, 7>TT\ ^MM®S&. PHS©it 

30 PHsaflret*, aflr-f>*7x-^.3 8&^ltcp 
u 3 1 fcjMi* v -fe - s*5*- # ©f» u flu y &*tv \ afli 
a»;ii*ww<s*«:«*LT, c pu 3 1 &&ttttawRi 
mm 3 7 ic*i y a* * ws. 

[0 04 4] ROM3 214. UT©^te&l6 

«*^iB»Stl*. RAM3 3 Aj3J:t>*3 3 B{4, W7 
/ty^Tf^Sftt^y, RAM3 3A14. W^B^SS: 
*«tU*V««©T*-#ttllMBi:LT, *Ac RAM 
40 3 3 B(4, *»WfeaMBLT«lit^g4«ft77 , 'f;bf : 

-*<nmimti,rFa^e>nz. ±iaiwtss*©cpu 

14. ii<i«!l^lSP*^©fflii*S:^4Si:, ROM32{C 

5feWWS8WIH^©5M»CJ:* ! &©T**i»<. RAM 3 3 
B«©»I^BS:«S^i:LT. W$zE©T-*miKi3 

[0 0 4 5] ±ib^WIT'14, *aB*-e«flKJ*i:«c6 

we* ^ y ^©^wfgic^f LTtwwaiiiM^^*^ * 
50 e»tcufc^, mmm&7 : -*7T'(ji&z'misXft 
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[0 0 4 6] IQSWCtt, tt3&T##tf«!g&fe& 
^LT-fe^PaU^-f 3>hn-5fctt»Sflru -fe^ 10 
U^3>hn - M&TOffi&Mffilc «fc o TfiHRfiftl 

ttw&f*- * ^ y -fe - vmz&m-*z> <k e> ic lt %» «fc 
w, «at»f*#*9i3tL/fe«»«iDjcai^v^T«Mi^ 

[0 04 7] 

4£&®m+zz.iL&<* m%mm!m\zmmk<DU 
mz, fm* vvo-9 \z&vzmmmgmim * w 30 
z.^mmk\z^^xm9k^%ommz^ 

[0jg0>ffi#fc3y?i] 

[01] ^CJ:«ltliS»IINm«Mn*9 

[02] as^it^m© £fl*#jR<z> 1 mm &^ta 

[03] ±I23g^'lffg^©g®^lCgS^^i:-fe*a 
-77h®l £^-T0„ 40 

[04] ±mmmm&m*\zwmmz3&xz 
[0 5 ] ±8B^flMRfiffi®fittH$tc-& * a u r- -f 3 > 
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[06] «5^&^lC^fSnS*^h9-^t'^?$ 
[07] S85fa&^lC*fTS ft* * «y H 9 - * T'l^f S 

[08] *(a»5«^*ffan«*yhi7-^'i?3Wfa 

[09] flffllfi^^«3ft**y1Z-S>7*-Vy 

[010] immtttC**aUx4 3>hn-7^H 
ftf *«W^n ^5A© 1 3*a6««:S%"r 7 D — f -V - 

[01 1] ««fia8Bittc-fe*aUT--f 3>hn-5*<* 

k 

[012] W$MfB#tCPHSx-#^-*S/*xA# 

K 

[013] fil$B«^c^ig5(s*Wrsf!B»^ny 
5 A© l JQfiM&jS"*" 7 n -x-v- K 
[014] t^aijf-fa^ha-^ 5<z>m&<Dim*7jk 

[015] tt$^©«bftg> 1 mzB-tyn v 9 h. 

dp^U-r-f 3>Nn— 5, li-PHS^fAf-^ 

«i. 5 4-wmmm. st-amuus*. 5 6- 

H»OKU>UK>:*, 7 0-ifjlyt-j;7*-T» 
k 7 1-MHIJID, . 7 2-IMfID, 7 
fi, 7 7 5-CRC, 7 6-fi*S£* 

5 s -*. 7 7-aa»tlW8f : -*. 7 8-H»OKU*iK 

>*x-*, 9o-ssmsm& 9i-a«\*i 
®, 9 2 "-ffi*#Giswm 1 2 1 1 2 2 

-S8SBGSI8*yte-SA 1 2 3-SgtEx-*, 124- 
R#MBS*v1z-2* 12 5-WSSW. 12 6-»7 

a*. 1 2 7-!«&s85i5(tej®#. 1 2 

ft b** 12 9 -fHRffiffiH^. 1 3 0 -fidfim 
7««!|f-^ 1 5 1 -#&56i&* y-fe-y, 
1 5 2-flfBftH*JK>;*, 1 5 3-a9fr5tl»B^'ffe- 
1 5 4 -aBH^l/^sK>^. 1 5 5 -»7^ vfe- 
i/\ 3 0 1-^^^x-^, 3 0 2 
SRU^sJO^-*,' 3 0 3-flWBff«*^r-#. 3 
0 4-^Sx-f. 
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